This paper presents a vision for wireless communication systems beyond the third generation, which comprises a combination of several optimized access systems on a common IP-based medium-ac-
. Digital access technologies-network termination experience curve [2] . countries with a high mobile penetration, the SMS generates already over 10% of the operators' revenues. The UMTS Forum expects that mobile multimedia services will create around 60% of the whole traffic in Europe (in terms of transmitted bits) by 2010 (see Fig. 2 ). With the deployment of wireless application protocol (WAP) [3] supporting terminals, a first step toward "Internet on Air," the availability and usage of Internet like mobile data applications will increase significantly. Whereas the first WAP supporting terminals uses circuit switched data bearer, the next generation will use packet data networks, e.g., GPRS for second-generation systems and IMT-2000/UMTS for third-generation systems. Currently these systems are in the deployment or planning phase.
Future communication systems beyond the third generation will be characterized by a horizontal communication model between different access technologies such as cellular, cordless, wireless local area network (WLAN)-type systems, short-range connectivity, broadcast systems, and wired systems as, for instance, explained in [5] . They will be integrated on a common platform to complement each other in an optimum way and to satisfy different service requirements in a variety of radio environments. These access systems will be connected to a common, flexible, and seamless IP core network.
Users will have a single number for all access technologies. A new media access system (generalized access network) that contains the mobility management connects the core network to the appropriate access technology. Global roaming is required for all access technologies. Key requirements include the interworking between these different access systems in terms of horizontal (intrasystem) and vertical (intersystem) handover as well as seamless services with service negotiations including mobility, security, and quality of service (QoS). They will be handled in the (newly developed) media access system and in the core network. Fig. 3 shows this vision of a seamless network that includes a variety of interworking access systems, which are connected to a common IP-based core network. The media access system connects each access system to the common core network.
The different access systems are organized in a layered structure, which can be compared to hierarchical cell structures in cellular mobile radio systems. This concept facilitates an optimum system design for different application areas, cell ranges, and radio environments, since a variety of access technologies complement each other on a common platform. This layered structure is illustrated in Fig. 4 .
• Distribution layer: The distribution layer contains emerging digital broadcasting (or distribution) systems such as digital audio broadcasting (DAB), digital video broadcasting (DVB) [6] , and satellite systems that have a global coverage and support large cells, full mobility, as well as global access. Individual links are not necessarily needed for broadcasting services. But this technology can also be used as a broad-band downlink channel to provide, for instance, fast Internet content. Basically, all other access systems may be used as return channels for data requests and acknowledgment signaling in highly asymmetric services.
• Cellular layer: The cellular layer provides a highsystem capacity in terms of users and data rates per unit area. It will consist of second-generation (e.g., GSM and its evolution) and third-generation mobile radio systems (IMT-2000/UMTS: UTRA FDD and TDD) for data rates up to 2 Mb/s [7] . This layer is characterized by full coverage, full mobility, and global roaming and is well suited for multimedia applications. The cellular layer is designed to support individual links.
• Hot spot layer: The hot spot layer also supports individual links and is intended for very high data rate applications. It should be employed in hot spots such as in company campus areas, conference centers, and airports. The hot spot layer contains WLAN-type systems as HiperLAN Type 2, IEEE 802.11, or mobile multimedia advanced communications (MMACs). These systems are flexible with respect to asymmetric data services with respect to uplink and downlink, supported data rates, and adaptive modulation. In contrast to cellular systems, this layer contains systems that are characterized by a shorter range and mainly local coverage with local mobility to facilitate an economic system deployment. Global roaming is possible and will be required. Full coverage, however, is not expected. • Personal network layer: The personal network layer will mainly be used in office and home (household) environments. Different equipment (laptops, printers, personal digital assistants, etc.) and appliances (refrigerators, toasters, washing machines, smart sensors, etc.) can be connected to each other to provide short-range connectivity via systems such as Bluetooth and DECT. These systems can also be used to connect the equipment directly to the medium-access system or to multimode terminals that can transmit on one of the other network layers and are, of course, also equipped with a short-range connectivity system. This facilitates an efficient interconnection between the devices as well as a connection from these devices to the public network. The systems of the personal network layer in general do not support mobility. Global roaming, however, should be ensured.
• Fixed (wired) layer: The fixed layer contains fixed access systems such as optical fiber (e.g., FTTx), twisted pair systems (e.g., xDSL), and coaxial systems (e.g., CATV). Furthermore, fixed wireless access or wireless local loops can be included in this category. Fixed access systems should support mobility (portability) in the sense of terminal portability such that global roaming is feasible. These systems of the fixed layer have a high capacity and in general do support individual links. The network ensures the interworking between these systems on the common platform by horizontal handover within an access system and, in particular, by vertical handover between different access systems. In general, vertical handover takes place between different layers of the common platform. Vertical handover is combined with service negotiations to ensure seamless service, because in general different access systems support different user data rates and other bearer and service parameters. The interworking, mobility management, and roaming will be handled via the medium-access system and the IP-based core network (Fig. 3) .
Multimode terminals and new appliances are key components of such a seamless network. Among other features, these terminals might comprise a camera, a screen for video and high-resolution Internet applications as well as transceivers that provide short-range connectivity for ad hoc networking with other devices. Such terminals may be adaptive with respect to different standards and channel conditions due to sophisticated signal processing algorithms.
Future wireless systems beyond the third generation require the integration of various network technologies stretching from current computer networks to the wireless world. Different enabling technologies starting from lowlevel signal processing up to the management of distributed network entities must be considered when heterogeneous networks merge together.
In this technology survey, the requirements and possible solutions for both are derived. This vision will be established by allowing an optimized usage of the spectrum resources, a provision of increased flexibility on the terminal side and in the network, the support of global roaming, the personalization of services as well as self-planning and self-configuration of networks.
A variety of networks has created an important need to enhance current middleware concepts for the wireless world. In particular, the reconfiguration of terminals and other network components demands a network management vision with a seamless connection between heterogeneous networks and a new transparency throughout. The forthcoming standard-ization of wireless CORBA [8] may be a key driver in the integration of existing and future networks by introducing reliable reconfiguration among the network entities and terminals. A framework for reconfiguration is presented with a proposed terminal architecture, and it is shown how the current well-known mobile execution concepts based on the virtual machine (VM) approach can be combined with the CORBA methodology for a reliable reconfiguration. The reconfiguration process can be seen as a special user application and the individual phases in the reconfiguration process are outlined, which need to be taken into account in the forthcoming standardization of wireless CORBA.
The remainder of this paper is organized as follows. The technical challenges for future wireless communication systems beyond the third generation are outlined in Section II. They include the medium-access system illustrated in Fig. 3 and new radio technologies. Then, capacity enhancing features are described in Section III. These features include smart antenna concepts (Section III-A), uplink processing with smart antennas (Section III-B), downlink processing with smart antennas (Section III-C), and multiple antennas at the base station and at the terminal (Section III-D). Finally, Section IV deals with software radio aspects.
II. TECHNICAL CHALLENGES
Many technical challenges have to be solved by extensive research efforts to realize the vision for wireless communication systems beyond the third generation described in the previous section. Key concepts include the interworking between different access systems on a common platform as well as the required adaptive multimode and multiband terminals for different access systems and a wide range of services [5] . There are challenges in several areas such as the radio interface, the radio access network and the core network, implementation issues, and services-related issues. New technologies for tackling increased flexibility and improved transmission performance have to be developed. Furthermore, there are demands on the increase of the transmission capability and versatility of networks and terminals through the support of reconfiguration, the provision of self-planning and selfconfiguration of networks as well as the support of personal services and service mobility. Future system concepts have to address the terminal architecture in addition to concepts that enable the reliable reconfiguration across network entities. Enabling technologies include analog RF and analog and/or digital IF. New designs evolve to realize linear power amplifiers with a high dynamic range, enhanced digital signal processing, and software techniques that facilitate the programming of distributed components [9] .
From the user's point of view, the man-machine interface has to be easy to use and self-explanatory to enable people-even handicapped and elderly people-to use easily advanced services. The content has to be adapted automatically to the actual bearer capability of the used access system.
To this end, extensive international research activities are necessary to solve technical issues and to prepare the consensus building for the international standardization of new ideas and concepts. Major challenges include the interworking of systems via vertical handover, global roaming, and the optimization of evolving and emerging access systems as well as the radio access and core network.
A. Medium-Access System
Higher layer protocols in the access network (mediumaccess system) are an important area to improve the system performance even further. These are, for example:
• self-optimizing networks and automatic planning;
• resource allocation algorithms with respect to varying traffic load, services, bearer capabilities, radio environment, and channel conditions; • dynamic frequency allocation; • interworking of different access systems on higher layers via horizontal and vertical handover and service negotiation; • network management. The interworking of different access systems on an IP-based common platform via the medium-access system with horizontal and vertical handover results in several challenges on the core and the medium-access system. Major topics are related to the improvement and extension of IP for mobile applications and the optimization for radio transmission, such as:
• support of real-time and nonreal-time services with respect to service requirements as QoS and especially delay requirements for real-time services; • service negotiation for seamless services versus the available access systems and bearer capabilities; • mobility management including handover and roaming; • security mechanism such as authentication, authorization, and accounting.
B. New Radio Technologies
In spite of the fact that only existing and emerging communication systems have been mentioned in Section I, systems that use new radio technologies will also be integrated into such a seamless future network. Such new radio technologies include, for instance, generalized multicarrier (GMC) CDMA systems that are capable of multiuser interference (MUI) elimination and intersymbol interference (ISI) suppression, irrespective of the encountered wireless frequency selective channel. This channel-independent feature can be obtained via special block-precoding schemes that are described in [10] .
There will also be layered self-organizing networks, where a whole service area is divided into multiple subservice areas. Only one base station serves one subservice area, as depicted in Fig. 5 . Mobile stations that are on the outside of the coverage area of a base station are connected to one of the adjacent base stations through several repeating mobile stations in a self-organizing fashion (multihop architecture). Thereby, a layered self-organizing wireless network can cover a wide area with fewer conventional (fixed) base stations than a conventional cellular network if a sufficient penetration of mobiles is available [11] . Hence, less infrastructure is required. Note that the cell size of a cellular system decreases with an increasing demand for capacity. In this case, network planning is not really feasible anymore. Therefore, sophisticated network planning is not necessary and shadowing can be overcome efficiently. Compared to a conventional cellular system, such a self-organizing wireless network requires smaller transmission powers that lead to a reduced overall interference situation in the network.
Mobile terminals can, however, only be used as relays in a particular area if a sufficient subscriber density is available. Moreover, the capacity of such terminals must be large enough.
III. SUMMARY OF CAPACITY ENHANCING FEATURES
Future systems have to use the frequency resources as efficient as possible. Therefore, several physical layer related techniques have to be investigated. These include:
• optimization of evolving and emerging access systems by improved modulation and channel-coding schemes for a further enhancement of the spectrum efficiency and system performance; • advanced detection schemes such as multiuser detection and interference cancellation to gain from the a priori knowledge about intra-and intercell interference signals; • compression techniques for source coding to reduce the needed user data rate. All the signal processing algorithms that are implemented in practice realize a tradeoff between the achieved performance gain and the involved computing complexity. Improved algorithms to support these mainly physical layer issues are as follows.
• Link Adaptation according to the channel conditions and services for a better usage of the frequency resources and an improved system performance. Such link adaptation techniques include adaptive modulation, adaptive equalization, adaptive power control, and adaptive channel coding. Note that a feedback channel from the terminal to the base station might be required to insure a robust performance. If the channel is fading, adaptive modulation techniques can achieve a significant fraction of the channel capacity [12] . For multiple-input-multiple-output (MIMO) systems this implies varying the modulation format and bit rate across antennas and across time. Alternative modulation independent signal processing schemes for MIMO channels are discussed in Section III-D.
• Adaptive Radio Resource Management to take into account the present traffic load. This includes dynamic radio channel allocation, power control techniques, admission-and load control strategies, congestion control, handover strategies, and resource scheduling. The cell size, their layout, and hierarchical cell structures must also be considered.
• Adaptive Spectrum Management techniques between different access systems and the investigation of coexistence conditions between different radio access systems.
• Advanced Antenna Concepts to improve the link quality and channel capacity (Fig. 6 ). These concepts are used to increase the channel capacity of the radio link. Diversity concepts like frequency diversity, time diversity, polarization diversity, or space diversity reduce the impact of fading due to multipath propagation. As an example for capacity enhancing features, an overview of adaptive antenna concepts is given in the sequel. These are key concepts to use the scarce frequency spectrum as efficiently as possible without major impacts on evolving access systems. Third-generation mobile radio systems (IMT-2000/UMTS) have already taken into account necessary prerequisites for adaptive antenna concepts. However, an economic implementation of the different RF front ends and the baseband signal processing are technical challenges.
A. Smart Antenna Concepts
Smart antennas can be realized by an antenna array and intelligent (baseband) signal processing. The antenna array may be located at the base station and/or the mobile terminal depending on the array size. First, we assume that only the base station is equipped with an antenna array. The antenna array is used for adaptive directional reception (on the uplink) and adaptive directional transmission (on the downlink). Thereby, an increased antenna gain and an increased diversity gain are realized toward the desired user, as illustrated in Fig. 7 . At the same time, less interference is received from the other directions on the uplink or transmitted in the other directions on the downlink. Therefore, more users can be accommodated by the system and a corresponding capacity increase is achieved.
In contrast to user-dedicated traffic channels, the broadcast channels should be transmitted in an omnidirectional or sectorized fashion. Hence, there is neither an additional antenna array gain nor a diversity gain for these broadcast channels. If no countermeasures are taken, the broadcast channels have a smaller maximum range than the user-specific channels that can be transmitted in a space-selective fashion if the transmit power is the same for both types of channels. To compensate this effect, space-time coding [13] and/or a higher spreading gain may be used for the omnidirectional or sectorized broadcast channels.
1) Smart Antennas in TDMA-Based Cellular Systems:
In TDMA-based cellular systems, smart antenna concepts can be classified according to their area of application [14] as described in the following.
a) High-sensitivity reception (HSR):
In the first case, smart antennas are only used on the uplink to increase the uplink antenna gain and suppress cochannel interference. Thereby, the system capacity is increased on the uplink, and the transmit power of mobile stations in a cell served by smart antennas can be reduced. On the more critical downlink, the system capacity is not increased. A range extension and a reduction of base station sites is only possible by balancing the downlink with an increased transmit power.
b) Spatial filtering for interference reduction (SFIR):
In the SFIR concept, smart antennas are employed on the uplink as well as the downlink (balanced operation). Thereby, an increased antenna gain and a significant interference reduction can be achieved on both links. Therefore, the frequency reuse distance can be reduced, which leads to an increase of capacity due to a tighter frequency reuse and an increased load in the network. Note that only one cochannel user is served per time and frequency slot.
c) Space-division multiple access (SDMA):
In this most advanced mode of operation, which includes uplink and downlink processing, several cochannel users can be served on a single time and frequency slot. Spatial multiplexing through a directional reuse of the spectrum resources leads to a direct capacity increase.
2) Smart Antennas in CDMA-Based Cellular Systems: In CDMA-based systems, there are several cochannel users that are inherently separated by different spreading codes. More and more cochannel users can enter the system until a certain multiple-access interference level has been reached. Here, directional transmission and reception at the base station via smart antennas causes a significant reduction of the multiple-access interference. Therefore, more users can be accommodated by the system and a corresponding capacity increase is achieved. Similar concepts as for TDMA-based systems are applicable.
B. Uplink Processing with Smart Antennas 1) Space-Only Processing:
In case of several antennas at the base station, space-only processing (spatial beamforming) is sufficient if the wireless channel has a small delay spread with respect to the chip or symbol duration. Otherwise, a subsequent temporal equalizer is necessary, yielding a hybrid structure that consists of two stages and performs decoupled spatial and temporal processing. Spatial beamforming techniques can be classified into nonadaptive and adaptive techniques.
a) Switched beams: In the switched beam approach, the direction of the beams is not adaptive. There is a beamformer in the RF stage that forms multiple nonadaptive beams. These fixed beams may be generated by independent fixed antennas or by an RF beamforming network that performs a DFT (Butler matrix). In practice, there might be 4-8 beams per sector (assuming that a base station has three sectors of 120 ). A switch is used to select the best or the best two beams for the receiver and the transmitter. Existing diversity antennas can easily be replaced by a switched beam antenna system.
The performance gains are due to the array gain, the diversity gain, and a reduced interference if the desired signal and the interference are well separated in angle such that they fall into different beams.
b) Adaptive beamforming: Adaptive spatial beamforming techniques (space-only processing) can be based on the estimated spatial signature, which might be a superposition of several array steering vectors, and/or the transmitted training symbols as, for instance, in the spatial LMS algorithm. They are more flexible than the fixed beam approach, since they provide an improved suppression of interferers by spatial notching and an increased gain for the desired signal. Digital beamforming is achieved via baseband signal processing. In general, transceivers are required for antennas. 2) Space-Time Processing: Joint space-time processing schemes achieve a better performance than purely spatial beamforming algorithms. An efficient implementation of joint space-time processing for joint (multiuser) detection in UTRA TDD is described in [15] . Here, the intracell interference is eliminated via joint detection in the space-time domain. Moreover, the fact that the base stations of UTRA TDD are frame-synchronized facilitates an efficient suppression of dominant cochannel interferers from adjacent cells (intercell interference) via smart antennas [16] . Several space-time Rake receiver structures for UTRA FDD are presented and compared in [17] .
C. Downlink Processing with Smart Antennas
Due to the fact that the uplink and the downlink operate on the same frequency in TDD systems, parameters (e.g., spatial covariance matrices) estimated on the uplink can also be used to calculate the weights for downlink beamforming techniques. An efficient spatial downlink beamforming scheme for UTRA TDD is presented in [18] . In FDD systems, the average uplink directions of arrival at the base station are also equal to the average downlink directions of departure from the antenna array at the base station. Therefore, the spatial weights for space-selective downlink transmission could be obtained by transforming the spatial weights estimated on the uplink according to the frequency gap between the uplink and the downlink direction [19] .
D. Multiple Antennas at the Base Station and at the Terminal
The throughput can be increased even further if an antenna array is used not only at the base station, but also at the terminal. Multiple antenna concepts are a further extension of diversity concepts. They exploit independent multipath transmissions between the different antenna elements on the base station and the terminal side. As an example, Fig. 8 depicts a MIMO wireless communication system with antennas at the transmitter and antennas at the receiver. Such MIMO wireless channels have a significantly higher capacity than single-input-single-output (SISO) wireless channels. They are particularly interesting for laptop type terminals that require high data rates and operate at higher carrier frequencies, e.g., in the 5-GHz range. Multiple antennas can easily be installed on such a terminal due to the fact that the antenna array requires a smaller physical size (aperture) for higher frequencies.
The basic idea is to reuse the same frequency band several times by creating several virtual and uncorrelated subchannels such that several different data streams can be transmitted in parallel. These subchannels experience independent short-term fading. To illustrate this concept, assume that the wireless channel is frequency nonselective and that is the propagation coefficient from the th transmit antenna ( ) to the th receive antenna (
). The channel encountered by a subcarrier of an OFDM systems can, for instance, be modeled as frequency nonselective if the subcarrier is sufficiently narrowband. In practice, the receiver estimates the propagation coefficients by exploiting the knowledge of pilot tones and/or pilot symbols inserted in the transmitted data vectors. A blind technique to estimate the propagation coefficients has been derived in [20] . In a TDD system, the propagation coefficients in both directions (uplink and downlink) can be considered as equal if the time between uplink and downlink transmission is smaller than the coherence time of the channel.
In the sequel, we give a simple illustrative example of how several virtual and uncorrelated subchannels can be created in a MIMO wireless communication system. Let be the propagation matrix of size that contains all propagation coefficients . Moreover, the vector
comprises the array measurements at the receiving antenna array as depicted in Fig. 8 , where the vector contains the additive noise. Here, it is assumed that the components of the noise vector are uncorrelated zero mean random variables with variance such that where the superscript denotes complex conjugate transpose. Moreover assume that and . If there is only a line of sight (and no reflections) between the transmitter and the receiver, the propagation matrix has rank one, since it can be decomposed as (2) where and are the array steering vectors of the transmit and the receive array, is the corresponding direction of departure at the transmit array, is the corresponding direction of arrival at the receive array, and denotes the path loss. In this case, there is only one (line-of-sight) connection between the base station and the terminal, and no virtual subchannels can be created. In this case, the received signals at all antennas experience the same fading. On the other hand, if there is multipath propagation and/or scattering in the vicinity of the terminal and/or the base station, the propagation matrix has a larger rank [21] . If the angular spread is very large, might even have full rank, i.e., rank If is the numerical rank of the estimated propagation matrix , virtual subchannels can be created. The parameter can, for instance, be obtained from a channel estimate via the Akaike information criterion (AIC) or the maximum description length (MDL) criterion [22] . Let us denote the singular value decomposition (SVD) of as (3) where the unitary matrices and contain the left and right singular vectors, respectively, the matrix contains the singular values of , the block matrix is a diagonal matrix that has the largest singular values of on its main diagonal and zeros elsewhere, and the block matrices and consist of the left and right singular vectors that correspond to the largest singular values of , respectively.
At the transmitter, the bit stream is coded and modulated, demultiplexed into subpackets, multiplied by the transmission matrix , and launched into the channel using transmit antennas, as illustrated in Fig. 8 . After the transmission over the wireless channel, the signals are received by antennas at the receiver and processed to recover the original bit stream. Assume that the column vector comprises the data symbols that are transmitted in parallel at time . The optimum power allocation policy for the parallel subchannels that satisfies the minimum mean square error (MMSE) criterion under a total average transmitter power constraint has been derived in [23] . Then, the components of the vector are transmitted by the transmit antennas, as depicted in Fig. 8 . In the receiver, the receive array measurements in (1) are multiplied by to yield (4) as illustrated in Fig. 8 . By inserting the SVD of in (3) into (4), we find that (5) where the transformed interference-plus-noise vector equals . Due to the unitary nature of this transformation, the components of are also uncorrelated zero mean random variables.
Hence, the original channel between and has been transformed into independent virtual channels between and . These are represented by the diagonal elements of . Note that these virtual channels should experience independent fading since they are due to independent propagation paths. Hence, we get a -fold diversity Due to the high capacity of the MIMO wireless channel [21] , the described transceiver structure that uses multiple antennas at the receiver and the transmitter is a promising concept to transmit high data rates in wireless communications. Such concepts have to be evaluated under realistic channel conditions by taking into account fading and estimated channels impulse response matrices.
IV. SOFTWARE RADIO
The seamless future network in Fig. 3 comprises several access systems with seamless interworking for different applications and radio environments. Users will only gain from this flexible concept if multimode and multiband terminals with low power consumption and reasonable size are feasible. A variety of terminal types such as PDAs, notebooks, and handsets support these applications. Other technical challenges include improved display techniques and battery technology. Several concepts for the terminal implementation are under discussion (Fig. 9) . Note that these techniques will also be applied to base station equipment. In the simplest concept, several fixed modes are implemented in parallel. However, this straightforward concept is inflexible for future improvements.
There are several terms often used in the context of software radio and, in principle, two concept ideas can be outlined. In the software-defined radio concept, many or all of the blocks already implemented in hardware (or maybe in software) must be configured by setting certain parameters or by downloading parameter sets of different access systems to the signal processing unit (block diagram in the middle of Fig. 9 ). The architecture of a software-defined radio needs features outside of the regular design.
The software radio shown in the right block diagram of Fig. 9 is the most flexible configuration [24] . Here, all signal processing functions are implemented via programmable digital signal processors (DSPs). It has a great flexibility such that it can be programmed for emerging standards or updated dynamically with new software without any changes in the hardware. The software radio will become feasible due to the progress in semiconductor technology and the increase in available signal processing power.
Concepts of software download at different levels of the protocol stack from applications down to the physical layer have major potential implications not only for terminals and base stations, but also for the whole network. This will determine how applications and services are delivered and in the longer term will influence spectrum usage and applications. A key element of the download is to ensure a reliable reconfiguration over the disturbed air interface. Therefore, research work has to concentrate on this facet. This is illustrated in Fig. 10 .
A. Distributed Objects in Future Wireless Networks
The system concepts for mobile communication in the second generation have their main focus on the support of voice communication, which is currently the main traffic type in mobile communications. The development and support of circuit-switched data services in the second-generation mobile networks could be regarded as an addition, as it was in the public wireline networks. Third-generation systems are focused on data services with packet-oriented transmission.
With the advent of computer and data networks (intranet, Internet, extranet) and their rapid growth in the past decade, an alternative approach to the networkcentric application provisioning is required. This approach, known as client-server architecture, differentiates not only by the used protocols, but also by the architectural approach. A basis for the success of the introduction of this architectural type was the development of object-oriented software techniques for distributed systems like COM/DCOM (distributed component object model), JAVA RMI (remote method invocation), CORBA (common object request broker architecture), and mobile agents. Besides the techniques and protocols used to enable web browsing [hyper transfer text protocol (HTTP) and hyper text markup language (HTML, XML)] and transmission protocols (e.g., TCP, UDP, RTP, RSVP, IP, and HTTP), the mentioned technologies are designed to enable the support of distributed systems. But other aspects, such as multithreads and persistent storing, need to be addressed to complete the requirements of new architectures for distributed systems in mobile radio networks.
Another key issue that shall be covered is the increasing demand for open and secure interfaces for the provision of new services and applications to the customer. These new technologies for data networks are mostly driven by computer companies and their fora (e.g., IETF, W3C, OMG, ). Due to this development, the traditional standardization bodies for telecommunication (e.g., ITU, ETSI, ) lose some of their influence.
Several new groups, e.g., 3G.IP, MWIF, have started to work on this topic. The question is which technologies will dominate the "mobile Internet." Computer technologies will have a significant impact-they will presumably dominate the "mobile Internet." The reasons for that assumption are as follows. First, with the provision of higher data rates over the radio link, the subscriber expects the same content in the same or a similar way [same look and feel, virtual home environment (VHE)] as being online over wireline. Therefore, the Internet network technologies will extend to the radio access. Another reason is that today's telecommunications infrastructure is (mostly) a monolithic systems. Proprietary software runs on proprietary hardware. By contrast, computer networks use object-oriented software technologies for distributed systems. They are highly scalable and modular, which enables efficient methods for software provisioning using commercial software products from different vendors. This approach facilitates systems that could be faster deployed with a higher flexibility and, hence, more cost efficiency.
The main principles (object-oriented analysis and design, distribution, decoupling of software components and separation of concern) have already been discussed in the Telecommunications Information Networking Architecture (TINA) consortium [25] during the past years.
However, to provide customers the same grade of service they are used to from telecommunication (e.g., necessary for voice transmission), requirements like the support of QoS, reliability, mobility, and security must be fulfilled. These requirements are a challenge to today's existing data networks (Internet). Moreover, there will be an increasing number of radio technologies, e.g., GSM, ANSI 136, cdmaONE, W-CDMA, TD-CDMA, IEEE 802.11, HiperLAN, that need to be supported in the near future.
From today's perspective, it is foreseeable that the mobile communications networks will evolve toward a client-server architecture. The following major requirements have to be fulfilled by the system, including the network and the terminals:
• QoS with real-time requirements (e.g., video streaming, voice, ); • reliability; • access security; • support of a wide range of access technologies and easy deployment of new ones (e.g., for operator differentiation); • scalability of the components; • self-optimizing networks (to drive down operation, administration, maintenance costs); • distributed systems; objects may be located on any server in the network or the terminal; • flexible in introducing new services, e.g., ad hoc networking (object oriented); • secure software up-and download and configuration (of terminals and radio access points); • storage requirements for thin clients; • suitable for unreliable links (radio links that fail sometimes). All these requirements should be addressed in architectures and software concepts that can handle distributed systems, concurrency, and the persistent storage of data throughout the network. These three dimensions are inde- pendent of each other and can be represented by a threedimensional (3-D) coordinate system [26] .
Concurrency is the actual or apparent parallelism of processes in the same processing unit or in distributed processing units, and a major challenge is the synchronization of concurrent events in a distributed processing environment. JAVA threads is one possibility to implement parallel (concurrent) processes. Distribution means the logical or physical separation of objects. The simplest case for the communication among objects is the simple transfer of bits by sockets without its further interpretation. This is the baseline for advanced processing by adding semantics to the bit stream. More information about the socket technology in TCP/IP networks and its importance (e.g., for JAVA) can be found in [27] and [28] . Advanced concepts for distributed programming as object migration, distributed garbage collection, integration of CORBA and DCOM, mobile agents, and other features can be found in Voyager [29] , which is also a middleware. Persistence is the reliable storing of data. This is important to cases where the mobile terminal is temporarily disconnected from the network during the data download. JAVA database connectivity (JDBC) enables the access to relational databases.
Listing these requirements leads to the point that a mobile middleware concept is needed that supports objects or agents to run and interwork in distributed systems. In this context, the support of mobility, QoS, security, support of different radio access technologies, and the usage of radio resources and their management can be interpreted as different objects in the overall network concept. Depending on the user's needs and the operator's requirements, several of these "objects" will be used. Objects that are located on the terminal device will interwork with the specific objects in the network. The basic principle of such an approach was discussed in the TINA architecture depicted in Fig. 11 . Today, there are three main middleware technologies that support objects in distributed systems:
• COM/DCOM; • JAVA RMI; • CORBA that has been specified by the OMG (Object Management Group). The CORBA middleware is characterized by the following features.
• Object oriented: The definition of "object" within the object management architecture (OMA) is enlarged compared to the standard meaning of objects used in programming languages. The OMA uses "object" to an arbitrary uniquely identified entity within the architecture (see Fig. 12 ). Each object has a unique reference, even if it moves its location.
• Object access transparency: CORBA uses the same access mechanism to local and remote objects as well. The location of the server object is usually not visible to the client object.
• Efficiency: The object request broker (ORB) architecture allows efficient implementations, so that in case of local client-server object communication, the effort is only marginally increased compared to functional interfaces.
• Open interfaces: The ORB enables the interworking of programs of different vendors. This approach enables the user to use components from different vendors, tailored according to his individual needs. Software developers have the option to participate in tomorrow's software market and to complement products of large companies with specialized products.
• Hardware, operating system (OS), and programming language independent: Components of a CORBA program can be realized using different operating systems, hardware architectures, and programming languages.
• Security concepts: For reconfiguration, a reliable software download to the terminal or within the network must be accomplished. CORBA offers many different facets to facilitate this demand. For instance, mobile agents do not currently offer security concepts to fulfil these demands. 1 Most of the characteristics except for the last one, which is CORBA specific, are also at least partly fulfilled by technologies like COM/DCOM and JAVA RMI. However, in contrast to JAVA RMI, COM/DCOM, or Voyager, which are developed and/or owned by one company, CORBA is an open standard that is supported from all important computer and software manufacturers. 2 Due to intensive research work to develop real-time capable and QoS enabling CORBA during the past years, the required technologies, e.g., TAO ORB from the University of Washington in St. Louis [31] [32] [33] , are now available for wireline networks.
Today, CORBA provides means for the support of the QoS for real-time applications [30] . Moreover, concepts to adapt applications according to the available and changing resources have been developed in the ACTS project OnTheMove [34] , [35] , e.g., in case of vertical handover. Further information can be also found in [36] .
Today, CORBA is used in wireline data networks. What are the requirements that must be fulfilled by "wireless CORBA" to be suitable as a mobile middleware from the terminal to the network components and server in wireless mobile computing and communication? Addressing use cases, the OMG Telecom Domain Task Force released a whitepaper [8] that addresses the identified questions. A group within the OMG Telecommunication has started work on this topic with the target to finalize a first, out of a bundle, request for proposal (RFP) in May 2000. Other activities concerning this topic have been started in the 5th Framework Program of the European Commission for research projects [37] and are under consideration in the Software Defined Radio Forum (SDR-F) [38] , [39] .
For user applications, an extension of the current CORBA approach can be seen in the JINI concept, where ad hoc networking is facilitated, i.e., the user will be autonomously made aware of new services or network components in the user's environment. But JINI does not address the security aspects needed for the reconfiguration of terminals or network entities. More detailed information can be found in [40] .
A general problem for security aspects is the IPv4 standard, which is used in the present TCP/IP world. There are some specific problems of wireless CORBA as, for example, the overload behavior of TCP/IP and the high load of the TCP headers. However, work has started in IETF to fix this problem.
There will be objects with different tasks in the future networks using the same CORBA technology. They will, however, have different requirements for storage, real-time capability, security, etc.
O&M objects (for network management) will have no specific requirements for storage and usually no real-time requirements, but high security and reliability requirements against fraudulent usage.
1) Minimum CORBA and MiniORBs: Very small and embedded devices are typically constrained with respect to resource usage such as main memory and CPU utilization. Full-blown CORBA implementations [41] , however, offer a wide range of functionalities that are of limited use in such devices. As a consequence, the Minimum CORBA specification, which essentially constitutes a part of the CORBA 3 standard, offers a reduced profile that even systems with low resources can support without losing interoperability to conventional CORBA systems. For this purpose, Minimum CORBA supports the full set of interface definition language (IDL) features. However, all dynamic aspects of CORBA have been eliminated. Examples for such aspects include the dynamic invocation interface (DII), the dynamic skeleton interface (DSI), the generic data type dynamic any and almost all parts of the interface repository. At the server side the number of policies as well as some of the options in the portable object adapter were removed.
Due to the assumption of a mobile middleware targeting all components from the terminal to the access system (e.g., node B and RNC) and further on to the server, it is needed to consider the required storage of CORBA and ORBs compared to the available storage on mobile terminals. Today's ORBs still require a huge amount of storage compared to the available one in today's mobile terminals.
In the near future, the wireless terminals will differentiate. Many new wireless devices will come to market, from the low-end wireless mobile phone (thin-client terminal) to handheld devices, from notepads up to notebooks. On the high end, there will be no real storage shortage due to fast increasing storage capacity. This will even meet the handheld devices up to a certain point. However, the mass market with the low-end devices and low-storage capacity will be for the near time a problem that must be solved. A way to fix this problem will be the location of a graphical user interface (GUI) on top of the terminal that interworks with an ORB located in the network.
However, for the support of a secure software download to future software radio terminals, it is advantageous to locate the ORB directly in the terminal. Investigations are needed to identify whether the required storage and the available functionality of so-called miniORBs could be provided and will be sufficient with the introduction of SDR terminals, or if some adaptations might be necessary or the definition of a microORB required.
Due to the differentiation of terminal capabilities and customer needs, it is required to develop and implement ORBs with different capabilities, from the full-fledged ORB, to the miniORB as it is implemented in the Netscape navigator, to a microORB (not yet defined), down to only a GUI (for low-end terminals) that interacts with the personal ORB located in the network.
2) Real-Time CORBA: Applications running on realtime systems must behave in a deterministic way with respect to their functional behavior as well as their QoS characteristics [42] . Hence, Real-time CORBA introduces many extensions and concepts to guarantee end-to-end predictability and to provide efficient resource management. Although the standard is based on the portable operating system interface (POSIX) real-time extensions, it does not prescribe the availability of a POSIX implementation.
An activity denotes a closely related sequence of actions that is triggered by an external event. Within an activity, different CORBA requests are dispatched or sent. In this context, the specification differentiates between three different states of an activity.
• In-transit: represents the transmission of a request.
• Static: represents a request that is cached in a queue.
• Active: denotes request dispatching by a thread. A scheduling service is in charge of scheduling activities, i.e., scheduling the threads an activity consists of. Real-time CORBA only supports static scheduling strategies such as rate monotonic scheduling. Dynamic scheduling is (currently) not supported.
For initial configuration of real-time systems developers leverage the interface RT_CORBA::RTORB. Using additional APIs, they can create thread pools and change thread priorities. In order to guarantee platform neutrality, Real-time CORBA specifies a priority scheme that can be mapped to the native priority scheme of the underlying operating system. For converting priorities between these schemes, the interface priority mapping is available. Priority inversion is addressed using different strategies. For example, the RT-ORB transmits priority information from the client to the server using Internet inter-ORB protocol (IIOP) packets. This information enables the server to handle the incoming request with the appropriate priority. Special multiplexers are specified to synchronize resource access between parties. In addition, clients might establish multiple communication channels with the servers, where each of them gets assigned its own priority. They might also use dedicated connections that are not multiplexed, as well as specify timeouts for their requests.
B. Reconfiguration of Software Radio Terminals with Wireless CORBA
The client-server methodology for distributed objects is adopted, which can be well described by the CORBA approach.
CORBA provides an open, broadly applicable, and platform-neutral technology that uses object-oriented techniques to hide most of the accidental complexity introduced by distribution.
With the emergence of wireless network technologies, such as GSM, IMT2000/UMTS, and WLAN, it is important that CORBA can be extended to accommodate networks that contain wireless links. Mobile terminals generally have access to fewer local resources than is possible with stationary devices, both in terms of processing power and information. Users increasingly expect to be able to access sophisticated and powerful services from their mobile devices that they currently access from stationary devices. As a consequence, the ability to use services of remote objects become more and more urgent.
The need to change the air interface or basic functionalities of terminals is driven by the assumption that some services might be temporarily or permanently available with a certain air interface.
Wireless CORBA is currently under standardization to consider the wireless scenarios, i.e., temporary disconnections and terminal mobility. It must extend the current CORBA by taking into account the aspects shown in Fig. 13 . Wireless CORBA must be able to cope with migration of objects from one platform to a remote platform, asynchronous RMIs, etc.
Wireless CORBA should be the concept to integrate the handling with distributed objects and concurrent processes, as depicted in Fig. 14 .
The virtual processor is an active object and in parallel the run unit for several objects, i.e., the virtual processor controls the objects allocated to it. The middleware can be seen as a virtual blackplane and establishes the communication between remote objects in the terminal, node B, or RNC and supports migration of objects, i.e., objects can roam between different network entities. Depending on the available resources in a terminal, applications can fully run on the terminal or in the network, and remote accesses between the terminal and network must be established.
Dejay [9] is a dialect of JAVA that simplifies the development of distributed software applications. Concurrent processes, distribution of objects and persistence aspects need to be addressed and require the learning of many different techniques like JAVA Threads, JAVA RMI, CORBA, and OODB. Wireless CORBA needs to address all these issues but does not have to lose its security aspects needed for a reliable reconfiguration.
The link between terminal and node B is established via the mobile wireless inter-ORB protocol (MWIOP) and can be seen as extension of the generic interORB protocol (GIOP). The current GIOP as it exists today must be enhanced accordingly, and the new MWIOP shall take into account the wireless requirements to run CORBA. CORBA offers many security facets to make reconfiguration of terminals or networks reliable, and these facets need to be translated into the wireless world. Additionally, CORBA facilitates the interworking of proprietary equipment distributed across the network or within one cabinet.
The software download can be seen as a special application that needs a very high reliability for the reconfiguration process, which can affect the whole functionality within a terminal or network element. In the European Research project TRUST [43] , the reliable download is one of the important research areas for terminals, but similar security demands are needed for other network elements such as, e.g., base stations.
To reconfigure basic functionalities within a terminal or base station, a functional framework for a software radio terminal can be outlined, as in Fig. 15 .
Proprietary objects as, for instance, the physical layer, communicate via a standardized interface description language (IDL) over a software bus, which consists of the ORB. The communication is related to the reconfiguration management of these objects, but in the future it might be possible to transfer the data stream via the ORB too, if the performance demands are solved. Special objects are needed to handle the download, the installation, and the security check of new software. Fig. 16 shows the interaction between an application server or a server, provisioning software for a new air interface (later on called "wave server") and a mobile terminal. Here, a JAVA VM (virtual machine) is assumed for the mobile station execution environment (MExE). The Internet paradigm involves pulling JAVA byte code from a web server to a front-end deployment platform on a terminal.
Combining JAVA and CORBA has several important benefits.
• The CORBA three-tier model combined with the platform independence of JAVA supports the pull paradigm for application distribution, greatly simplifying maintenance of the application-installed base. Furthermore, an application architecture based on CORBA is far more scalable than the traditional two-tier client-server model. Middle-tier logic can be partitioned and dynamically distributed, thereby moving processing closer to data sources and supporting load balancing for downloads.
• Since CORBA facilitates language independence and location transparency, JAVA objects can communicate with other distributed objects. This provides an effective means of web-enabling applications without incurring the bottlenecks experienced with HTTP-and CGI-based approaches. The client objects for the radio network layer (RNL) on the terminal consist of the physical layer, RLC/MAC, and the RRC layer. The air interface software server, i.e., wave server in the network carries all information for the terminal reconfiguration, which can be established by the software downloader object located in the terminal. The air interface software is hosted on a wave server, which is contacted on demand.
The following phases of a reconfiguration for a terminal can be abstracted into the following phases or states:
• initial software download onto a terminal, e.g., by the SIM Application Toolkit (SAT); • discovery of new mobile air interface servers, service or applications servers; • binding to remote servers for initializing the software download; • follow-up software download onto a terminal; • installation and activation of new air interface, services, or applications; • deinstallation of previously accepted air interface, services, or applications; • remote method invocation; • unexpected disconnections (and reconnections).
1) Installation and Activation of a New Air Interface:
Installation can be static or dynamic. Static installa- tion and the activation of statically installed applications means, e.g., to do it via the subscriber identity module (SIM card). Further, one has to distinguish whether the download and reconfiguration process are carried out in idle or active terminal mode. In any case, client objects need to get registered first to the server in the network, before the download can start.
Software to be dynamically loaded will be of great importance for terminals for the following reasons.
• Resources available at mobile terminals will, also in the future, be relatively limited.
• Mobile terminals can roam from network to network where different applications are required or offered to the user.
• The faster and faster churn rate of new application software in general and the need to try to take the burden of installing and maintaining new air interface features or user applications, e.g., optimized channel coding schemes for applications away from the users of mobile terminals. With the object-by-value (OBV) specification, loading software dynamically should be practical. This solves the problem of getting software dynamically over the over-theair reconfiguration (OTAR). However, this does not fix the activation problem after a security check. When software for a new air interface is downloaded, it must be configured and tested before it can be used. This involves looking up information on capabilities (e.g., interference situation on measured carriers), terminal resources, and user preferences of the local environment before a download takes place. It might also require fetching software for the new air interface if they are not available locally. For example, if a user in Europe intends to travel to the United States, he might demand to download a new air interface standard before entering the aircraft. What is needed is a standard runtime environment that prompts dynamically loaded CORBA soft- ware to prepare itself after a successful security check and then activates (reconfigure) the terminal, when appropriate.
There are two main aspects to software download: the transport mechanism and the process. The transport mechanism is how the software is entered into the terminal. The process covers for the actions and activities that must take place for the software to be successfully installed into the terminal. Dynamic reconfiguration over the air offers in principle two alternatives: interactive download (dedicated data channel) and broadcast download (common data channel).
Before a download can take place, an alternative air interface must be identified by the terminal. In principle, blind versus bulletin system identification can be addressed. Blind identification means that no prior knowledge of available air interface is given and bulletin system identification utilizes systemwide signaling channels, which gives a pointer to where a local download channel can be located. Download channel schemes need to be specified, i.e., where software is to be transferred to the terminal.
The pure JAVA world has the JAVA Embedded Server API to do this. It also provides some other useful features such as allowing software to be automatically and transparently upgraded when a new mode feature or software application becomes available. The CORBA solution might leverage the work on CORBA mobile agents if this can be made lightweight enough to be used on mobile terminals.
2) Discovery of New Air Interface Servers:
The identification and monitoring of new air interfaces is carried out by the mode (air interface) identification and monitoring object in the terminal. A successive software download via the air requires to determine the wave server by getting an initial reference to the naming or trader service from the miniORB at the terminal. The naming or trader service are CORBA services that have a reference to the actual server address. Wireless CORBA must be extended in such a way that a simple, standard scheme for advertising and finding air interface or application software servers enables a fluid change of mobile network cells or whole mobile networks. Terminals that carry, e.g., an out-of-date manufacturer software shall be easily updated when required and appropriate.
In particular, the access gateway should provide a naming and/or trading service, the initial reference of which the miniORB on the terminal gets during the initial access procedure.
3) Binding to Remote Servers for New Air Interface: There are binding issues. First, there is the problem of binding to a wave or software server that has a network address that may change during the download. Therefore, some sort of relocatable object reference may be required for this. Another binding issue involves the choice of network download channels when a mobile terminal has more than one choice for the channel that can be used between a client and air interface software server for download.
Presumably, a server would advertise the available means of interacting with it in the tagged profile data in its MWIOP. After this, the client would make the decision about which channel to use and then use the service context list to signal any specific references back to the network. It may be possible that the channel may change due to handover reasons or an interruption time may delay the download.
Yet another binding issue is the versioning, i.e., different configuration software version for possibly different mobile terminals. In traditional CORBA systems on fixed networks, that can be centrally administered. For simplicity reasons, this method should be used also in wireless networks.
4) Remote Method Invocation:
The software download will be invoked by the terminal, if the radio access network permits it. The download can be considered as a special user application that may tolerate higher data delay but requires a very low bit error rate (BER). In some cases, it will be possible to allocate network or server resources in such a way that the configuration software is faster or more reliable downloaded. To take advantage of this, CORBA applications require a mechanism for expressing their QoS requirements, not only for the download application, but also for others.
In most cases, it would probably be appropriate to configure these requirements for a particular user or terminal using network QoS policies that are attached to the miniORB through an "ORB QoS Service." If the QoS is insufficient, CORBA needs to give the download mechanism access to the QoS information about the current characteristics of the computing and communication environment and an easy way to modify the download channel or to change the network. In RT-CORBA, end-to-end QoS enabling mechanisms are already specified.
5) Unexpected Disconnections and Recovery:
Unexpected disconnections are inevitable with wireless radio systems. If an interruption occurs during a download, the client-server needs a global knowledge and control of the download state in order to determine what resources are still in use and to free them appropriately in the network and on the terminal, if the download cannot be resumed within a certain time limit. A garbage collector is then responsible to free unnecessarily occupied resources.
6) Location-Dependent Software Download: The location service supports CORBA mobility-aware software download. The download can ask for the current location for a client. The mobility server updates the data in the location register when a terminal has moved to a new location for introducing location-dependent services or applications.
7) Authentication Service for Software Download:
The authentication service supports the download mechanisms that require a terminal to authenticate itself before allowing it to download certain software. The downloader asks the authentication server to check whether an object is allowed to access a software to be downloaded to the terminal. The authentication server interacts with the terminal (e.g., exchanging authentication keys) to secure that the user (terminal) is the one it claims to be.
V. CONCLUSION
Mobile multimedia applications have already been introduced into evolved second-generation mobile radio systems. The improved wide-band and more flexible radio interfaces of third-generation mobile radio systems provide even more opportunities for mobile multimedia services and applications. Wireless communication systems beyond the third generation will combine many optimized access systems for special purposes that are integrated on a common flexible network platform. These different access systems complement each other in an efficient and optimized way from the user's perspective. Depending on the selected services, the available access systems, and the bearer capabilities, this new system will select the most appropriate access. The different access systems are allocated to different cell layers with respect to cell size, coverage, and mobility for globally optimized seamless service provision. The flexible platform of the medium-access system and the core network will be based on IP technology with transparent transmission to ensure flexibility for all involved players in the new deregulated and liberalized communication environment. In addition, the concept will use algorithms for reconfigurability, self-optimizing networks, and automatic planning so that new network entities and access systems can easily be added.
Key issues of the new concept are the interworking of a variety of access systems on the common platform by horizontal and vertical handover, service negotiation for seamless service provisioning, and global roaming. A new mediumaccess system and the IP-based core network will handle the interworking and mobility management.
There are many technical challenges that have to be solved to realize this vision. This requires extensive international research activities in the areas of access system improvement, optimization of IP for radio transmission and mobility management as well as the implementation of multimode, multiband terminals, and, finally, software radio terminals and network entities. International standardization will play an important role to implement this concept on a global basis to ensure global roaming and seamless service provisioning. Besides the conceptual approaches for capacity increase and improved QoS, the reconfigurability of terminals and network components is seen as a major technical challenge. Adequate concepts have been presented, which can be the next major leap forward in the integration of heterogeneous networks for traditional mobile networks as well as computer networks. The demands for new concepts for distributed processing in a wireless environment have been outlined. These new demands can be translated to the integration of managing distributed objects, concurrency, and persistence in a wireless world. In particular, the reliable software download must be realized by, e.g., a new middleware, which takes into account the already available security concepts in CORBA. The requirements on wireless CORBA for a software download have been described. The reliable download is inevitable for the radio network layer (physical layer, MAC/RLC, and RRC), but for crucial user applications, such as home banking, the same security demands must be raised. Capacity enhancing features like multiuser detection and smart antennas will also play an important role.
Finally, economic aspects will determine which access system elements will be implemented. However, the concept should be open and flexible so that new access systems can be introduced later to improve the service to users continuously.
